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Abstract—One of the main characteristics of the power-
domain non-orthogonal multiple access (NOMA) technique is
the possibility of users to decode the messages of the other
paired users on the same resources. This technique exhibits a
security threat particularly if the base station (BS) have to serve
untrusted users or users with different security clearance. In this
paper, we study the outage probability and the secrecy outage
probability in a two-users NOMA system at which the BS is
pairing a legitimate/trusted user with another untrusted user due
to the non-uniform distribution of trusted and untrusted users in
the cell. Through the NOMA concept, we investigate the NOMA
pair outage behavior under secrecy outage probability constraint
on the trusted user. More specifically, the pair outage probability
(OP) and the secrecy outage probability (SOP) of the trusted user
are derived in closed form expressions. We provide insights on
the feasibility of achieving an outage-optimal performance for the
pair under the SOP constraint. Through numerical simulations,
we verify the correctness of our analytical derivations under
different scenarios.

Index Terms—NOMA Systems; Physical Layer Security; Un-
trusted Users

I. INTRODUCTION

Both non-orthogonal multiple access (NOMA) and
physical-layer security (PLS) have been recognized as promis-
ing enabling technologies for the future wireless communica-
tion systems [1]–[4]. Recently, the coexistence of these two
important communication techniques have been investigated
to guarantee a secure and spectral efficient wireless transmis-
sion. Interestingly, most existing works have mainly focused
on the performance and optimization of the PLS in NOMA
systems under the presence of an external eavesdroppers or
untrusted relay nodes. However, there is still a lack of theoretic
studies to rigorously demonstrate the feasibility of achieving
the optimal performance in the presence of untrusted users in
NOMA systems

In recent years, the amount of network traffic has sig-
nificantly increased specially with the current and the ex-
pected growth in the Internet of Things applications in the
next decade. To address this massive traffic demand, next-
generation wireless networks have to provide a better spectral
efficiency and massive connectivity. NOMA is considered as
one of the most promising superior spectral efficient candidate
technologies [1]. There is different variations of NOMA
technology but generally they share the same concept of
serving multiple users on the same time and frequency. The

most well-known NOMA types are the power domain [5], [6]
and the code domain NOMA [7]–[9], which provide better
performance and spectral efficiency compared to legacy or-
thogonal multiple access techniques (OMA) such as frequency
division multiple access (OFDMA), time division multiple
access (TDMA), and code division multiple access (CDMA).

In this work, we adapt the power domain NOMA, which
is based on the concept of super-position coding at the trans-
mitter side and the successive interference cancellation (SIC)
technique [10] at the receiver side. At the transmitter, users
are ordered and allocated different power levels according to
their channel conditions to help the receiver in discriminating
the super-position coded signals. As a result, these users can
have access to the messages intended to other users and
can use SIC to remove the interference. As a consequence,
different cooperative NOMA schemes [11]–[13] have been
proposed to allow the strong (near) users to work as a relay
to improve the performance of the weak users by re-sending
the decoded information in a second time-slot. Then, the weak
users can use the maximum ratio combining (MRC) technique
to combine the received information in different time-slots.

On the other hand, achieving a secure communication
is a critical issue over wireless networks which are more
vulnerable to security threats due to the broadcast nature
of the transmission. In contrast to the legacy networks at
which security issues were ensured in the higher layers of
the OSI model, recent works for the next generation wireless
networks have considered PLS technique. PLS was proposed
by Wyner in [14] to improve the security of the network as a
complementary approach to the cryptographic techniques. In
the context of physical-layer security, many systems have been
considered such as multiple-input-multiple-output (MIMO)
[15], cooperative relaying [11]–[13], energy harvesting [16],
artificial-noise aided transmission [17], full-duplex [12], [13]
aided secure transmission, and cognitive radio [18], [19], has
extensively been studied.

Recently, a few works have considered the physical-layer
security for NOMA-based networks as well. For example, the
authors in [2], investigated the physical layer security in a 5G
NOMA system for single antenna and multiple-antenna net-
works under the stochastic geometry concept. In [3], the au-
thors proposed a joint NOMA and artificial noise (AN) aided
full-duplex relaying (NOMA-ANFDR) scheme to enhance the



PLS. The authors in [4] proposed secrecy beamforming (SBF)
scheme for multiple-input single-output (MISO) NOMA sys-
tems that efficiently exploits AN to improve the secrecy of
the information of two NOMA legitimate users, such that
only the eavesdropper’s channel is degraded. Another related
work have used AN-aided cooperative jamming scheme in a
MISO NOMA cognitive relay radio network on simultaneous
wireless information and power transfer (SWIPT) [20].

To the best of the authors’ knowledge, no other work has
considered the physical layer security performance of NOMA
systems at which untrusted users are paired to users with
higher security clearance. Particularly, we study the outage
and the secrecy performance of a two-users NOMA system
with untrusted user. The concept is to investigate whether it is
feasible to achieve an outage-optimal performance of the pair
under a secrecy outage probability constraint of the trusted
user. Due to the spectrum sharing and the decoding facility of
the SIC technique, the untrusted user may be able to decode
the message of the near user, and hence it may be able to
work as an eavesdropper. The main contributions in this work
can be listed as follows:
• Investigate the performance of a two-user NOMA system

under untrusted weak user.
• Derive closed-form expressions of the secrecy outage

probability of the trusted user and the pair outage prob-
ability.

• Investigate the feasibility of achieving an outage-optimal
performance for the pair under secrecy outage constraint
of the strong user.

• The accuracy of the analytical results is verified through
numerical simulation.

The rest of the paper is organized as follows. In Section II,
we describe the components and the assumptions of the
system, and then formulate the problem. The exact analysis of
the proposed system is provided in Section III. In Section IV,
we evaluate the performance of the proposed analytical model.
Finally, Section V concludes the paper.

Notations: The mathematical notations used in this work
are as follows. Pr{A} is the probability of event A,
fM (x), FM (x) are the probability density function (PDF) and
cumulative distribution function (CDF) of the random variable
M, respectively. ln(.) and log2(.) are the logarithm of the
natural and 2 bases, respectively. exp(.) is the exponential
function. Finally, the x ∼ CN (µ, σ) means that x is complex
Gaussian distributed with mean µ and variance σ.

II. SYSTEM MODEL AND PROBLEM FORMULATION

In this work, we consider a NOMA-enabled cellular system,
with two users and the base station (BS) located in the
center of the cell as shown in the system model provided
in Fig. 1. The near user (U1) is the user with the higher
security clearance that needs to be protected using physical-
layer security from the untrusted/low-security clearance user
(U2) which is far away from the BS. The maximal transmit
power level of the BS is denoted by P . In this work, we
assume that all nodes in the network are equipped with a

Fig. 1: A sample NOMA system with two users with different
security clearance.

single antenna and all channels are assumed to be independent
identically quasi-static with Rayleigh distribution which are
drawn according to the distribution CN (0, d

−α/2
i PL

1/2
o ),

where di is the distance between nodes Ui and the BS. α
is the path-loss exponent, and PLo is the path-loss constant.
Additionally, we assume that the BS knows the locations of
the users within the cell, and so perfect CSI is available at
the BS whose responsibility is to pair the users.

The BS broadcasts the superimposed mixture, xb =√
a s1+

√
1− a s2, where s1 and s2 are the unit power signals

received by users U1 and U2, respectively, and a is the power
allocation coefficient for the near user where (0 < a < 0.5).
The received signal at users U1 and U2 can be given by

y1 = h1 xb
√
P + ω1, (1)

y2 = h2 xb
√
P + ω2. (2)

where h1 and h2 are the channel gain associated with the
small-scale fading from the BS to users U1 and U2, respec-
tively. ω1 and ω2 are the additive white Gaussian noise with
zero mean and variance N0 and we assume that ρ = P/N0 is
the BS transmit signal-to-noise ratio (SNR). According to the
NOMA technique, the far user which is assigned more power
can decode its own signal assuming the near user signal as a
noise with no need to decode the near user message. In the
following, we assume that U2 is untrusted user and tries to
decode the near user message after decoding its own message
using SIC. As a result, we obtain

γ1
2 = (1−a)|h1|2

a |h1|2+1/ρ , and γ1
1 = a ρ |h1|2, (3)

γ2
2 = (1−a)|h2|2

a|h2|2+1/ρ , and γ2
1 = a ρ |h2|2. (4)

where γji is the signal-to-interference-plus-noise-ratio (SINR)
of user Ui decoded by Uj for i, j ∈ {1, 2} and |hi|2 is the



channels gain of Ui which follows an exponential distribution
with the parameter λi = PLo d

−α
ı .

• Problem Formulation:
Assuming that the BS has to serve and achieve a reliable
communication for both users, we formulate the following
optimization problem that aims at minimizing the pair outage
probability (OP) subject to a secrecy outage probability (SOP)
constraint for user U1 which is given by

min
a

Po (5a)

s.t. 0 < a < 0.5 (5b)
SOP1 ≤ ε, (5c)

where Po, SOP1, and ε are the OP of the pair, SOP for user
U1, and the maximum allowable SOP threshold.

III. PERFORMANCE ANALYSIS AND IMPLICATIONS

In this section, we first derive the closed form expression
of the OP, followed by the derivation of the SOP of user U1,
and then study the analytical derivation in order to develop
an optimal secure NOMA system.

A. Derivation of the Pair OP

Using Shannon’s capacity formula [21], and assuming Rth1
and Rth2 are the threshold capacities of users U1 and user U2,
respectively, the outage probability of the pair can be given
by

Po = 1− Pr{γ2
2 > π2, γ

1
2 > π2, γ

1
1 > π1},

= 1− Pr{γ2
2 > π2} × Pr{γ1

2 > π2, γ
1
1 > π1},

= 1− Pr{|h2|2 > ψ1}Pr{|h1|2 > max(ψ1, ψ2)},
= 1−Q1×Q2. (6)

where πi = 2R
th
i for i ∈ {1, 2}, ψ1 = π2

ρ (1−a−π2 a) , and
ψ2 = π1

ρ a . The term Q1 in (6) can be recasted as follows:

Q1 = Pr{|h2|2 > ψ1},
= 1− F|h2|2(ψ1),

=

{
exp{−ψ1

λ2
} , 0 < a < 1

1+π2

0 , Otherwise.
(7)

where F|h2|2(x) is the cumulative distribution function (CDF)
of the exponentially distributed random channel |h2|2, and λ2

is the parameter of the distribution. The term Q2 in (6) can
be derived for two possible cases as follows:
• Case 1: ψ1 > ψ2:

In order to have ψ1 > ψ2, the following constraint on
the power allocation factor (a) needs to be satisfied: (a >

π1

π1+π2+π1 π2
) and in this case Q2 can be derived as follows:

Q2 = Pr{|h1|2 > ψ1},
= 1− F|h1|2(ψ1),

=

{
exp{−ψ1

λ1
} , π1

π1+π2+π1 π2
< a < 1

1+π2

0 , Otherwise.
(8)

where F|h2|1(x) is the CDF of the exponentially distributed
random channel |h1|2, and λ1 is the parameter of the distri-
bution.

• Case 1: ψ1 < ψ2:

Similar to case 1, we can state that opposite constraint on the
power allocation factor as (a < π1

π1+π2+π1 π2
) and in this case

Q2 can be derived as follows:

Q2 = Pr{|h1|2 > ψ2},
= 1− F|h1|2(ψ2),

=

{
exp{−ψ2

λ1
} , 0 < a < π1

π1+π2+π1 π2

0 , Otherwise.
(9)

Substituting (7), (8) and (9) into (6), the OP of the NOMA
pair is given by

Po =

{
1− f(a) g1(a),

π1

π1+π2+π1 π2
< a < 1

1+π2
,

1− f(a) g2(a), 0 < a < π1

π1+π2+π1 π2
.

(10)

where

f(a) = exp{−π2

ρ λ2
(

1

1− a (1 + π2)
)}, (11)

g1(a) = exp{−π2

ρ λ1
(

1

1− a (1 + π2)
)}, (12)

g2(a) = exp{ −π1

ρ λ1 a
}. (13)

B. Derivation of SOP of U1

Using Shannon’s capacity formula [21], the secrecy rate of
user U1 can be given by

C1 = I1
1 − I2

1 , where (14)
I1
1 = log2

(
1 + γ1

1

)
, (15)

I2
1 = log2

(
1 + γ2

1

)
. (16)

Given the secrecy rate in (14), the SOP of U1 can be given
by

SOP1 = Pr{C1 < Rs}

= Pr{1 + γ1
1

1 + γ2
1

< Rs}

= Pr{|h1|2 < πs|h2|2 +A}

= 1−
∫ ∞
y=0

F|h1|2(πs|h2|2 +A)f|h2|2(y)dy

= 1−
∫ ∞
y=0

[
1− exp{−πs|h2|2 +A

λ1
}
]
e−

y
λ2

λ2
dy

= 1− β e
−A
λ1 (17)

where Rs is the secrecy target rate of the user U1, πs = 2Rs ,
f|h2|2(y) is the probability density function (PDF) of |h2|2,
β = λ1

λ1+λ2 πs
,and A = πs−1

a ρ .



C. Further Discussions

Given the aforementioned analysis, we would like to see
whether we can achieve the optimal OP of the pair under
a SOP constraint of the trusted user (U1) by tuning power
allocation factor. If we look at the closed form expression of
the OP in (10), we can provide the following Theorem about
the convexity of the OP:

Theorem 1: The OP of the NOMA pair is a convex function
in terms of the power allocation factor (a) and the optimal
minimum value is achieved at the positive root of the quadratic
equation φ1 a

2 + φ2 a+ φ3 = 0, where:

φ1 = m2 n
2 −m1 n,

φ2 = 2m2 n,
φ3 = m2,

m1 =
π2

ρ λ2
,

m2 =
π1

ρ λ1
,

n = 1 + π2,

a∗ =
m2 n±

√
m1m2 n

n(m2 n−m1)

(18)

where a∗ is the Outage-optimal power allocation factor.
Proof: Given the two cases in (10), we can investigate the

monotonicity of the OP in both cases as follows:

• For
π1

π1 + π2 + π1 π2
< a <

1

1 + π2
:

By differentiating the first case of the OP in (10), i.e. 1 −
f(a) g1(a), with respect to the power allocation factor (a),
the derivative is given as

dPo
da

=
π2 n (

1
λ1

+ 1
λ2
)

ρ (1− an)2
exp{

π2 (
1
λ1

+ 1
λ2
)

ρ (1− an)
}, (19)

which is always greater than zero. This means that the OP is
monotonically increasing function of a, and the optimal value
of a in this range is the lowest value (i.e. a = π1

π1+π2+π1 π2
).

• For 0 < a <
π1

π1 + π2 + π1 π2
:

By differentiating the second case of the OP in (10), i.e. 1−
f(a) g2(a), with respect to the power allocation factor (a), the
derivative is given as

dPo
da

= exp{ −m1

1− an
} exp{−m2

a
}
(
m2

a2
− m1 n

(1− an)2

)
,

(20)
Notice that the OP, in this range, is monotonically decreas-

ing function of a when m2

a2 > m1 n
(1−an)2 and monotonically

increasing function otherwise. The inflection point (a∗) of
the OP curve in this range can be found by solving for a
in m2

a2 = m1 n
(1−an)2 which can be re-casted as the quadratic

equation in Theorem 1. In other words, the OP is monoton-
ically decreasing function in the range (0 < a < a∗), with
the minimum value at the inflection point, and monotonically
increasing function in the range (a∗ < a < π1

π1+π2+π1 π2
), and

also the minimum at the inflection point. As a consequence,
the optimal value in the whole range is at the inflection point
which is the positive root of the quadratic equation in Theorem
1. This completes the proof.

D. Can we achieve Optimal OP under the SOP Constraint?

Now, we would like to investigate if the optimal point from
the OP perspective can satisfy the SOP constraint in (5c).
In other words, what is the feasibility of having an outage-
optimal solution that satisfy the security constraint of the
trusted user. Before answering this question we need to find
the minimum power allocation factor (asop) needed to achieve
the maximum allowable SOP threshold. This aforementioned
threshold value of the power allocation factor can be found
by making (5c) an active constraint (i.e., SOP1 = ε). After
some algebraic manipulation, asop can be given as

asop =
πs − 1

ρ λ1 ln
(
β

1−ε
) (21)

knowing this value, Theorem 2 provides the feasibility con-
dition for achieving outage-optimal solution while satisfying
the SOP constraint as follows:

Theorem 2: The optimal OP of the NOMA pair under the
SOP constraint in (5c) is feasible if and only if 0 < asop ≤ a∗.

Proof: In order to prove Theorem 2, we need to investigate
the monotonicity of the SOP of user U1. By differentiating
SOP1 with respect to the power allocation factor (a), the first
derivative is given by

dSOP1

da
=

−λ1 (πs − 1)

ρ λ1 a2(λ1 + λ2 πs)
e

−(πs−1)
ρ λ1 a (22)

which is always less than zero. This means that the SOP of
U1 is monotonically decreasing function of a, which leads
to the fact the optimal power allocation factor (a∗) must be
greater than asop in order to satisfy the secrecy constraint. In
other words, we can not achieve outage-optimal and satisfy
the SOP constraint unless 0 < asop ≤ a∗ which completes
the proof.

IV. PERFORMANCE EVALUATION

In this section, through numerical simulation, we evaluate
the correctness of the proposed analytical scheme under
different settings. For the simulation, the setup system is as
same as that in Section II. The base station is deployed at the
center of a cell of radius 1000 m. There are two users in the
system under consideration. The channel between two nodes
in the system suffers both the small-scale fading and path loss
effect. Small scale fading follows the exponential distribution
with the mean value 1. The noise signal of all channels has
Gaussian distribution with 0 mean and variance 1. The path
loss exponent α and the path loss constant PLo are set to 2
and 0.1, respectively. We assume a normalized bandwidth of
1 Hz.

In Fig. 2, we plot the SOP of user U1 with the increasing
value of the untrusted user (U2) distance d2. The results
reveal that the SOP of U1 is also a monotonically decreasing
function with respect to d2 which means that the increasing
value of d2 implies the improvement of the SOP of U1.
Therefore, given the constant threshold ε in the SOP constraint
in (5c), the untrusted user should be located at a distance
greater than a certain threshold value to achieve the secrecy
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Fig. 2: Secrecy outage probability of U1 with the increasing
untrusted user U2 distance (d2), for different BS transmit
SNR (ρ = −20,−10, 20 dB) and target secrecy rate (Rs =
0.005, 0.01 bits per channel use), where a = 0.15 and
d1 = 200 m.

performance of U1. Moreover, it is natural that increasing the
target secrecy rate (Rs) increases SOP of U1.

On the other hand, increasing the value of the untrusted
user (U2) distance d2 implies increasing the OP of U2 which
dominates the pair OP as shown in Fig. 3. Fig. 3 shows an
expected improvement (i.e. decrease) in the pair OP with the
increase of the BS transmit SNR (ρ). It is noticeable form the
results in Fig. 2 and Fig. 3, that increasing the distance from
the BS to U2 has a contradicting effect on the SOP of U1

and the pair OP. This means that we need to select a suitable
untrusted user as a partner for the trusted user to achieve both
metrics (i.e., the OP and the SOP).

Fig. 4 and Fig. 5 show the SOP of user U1 and the pair
OP with the increasing value of the power allocation factor
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Fig. 3: Pair outage probability with the increasing untrusted
user U2 distance (d2), for different base station transmit SNR
(ρ = 5, 20, 40 dB), where a = 0.15 and d1 = 200 m.
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Fig. 4: Feasible Pairing: SOP of U1 and the pair OP with the
increasing power allocation factor (a), where d1 = 200 m,
d2 = 700 m, ε = 0.1 and ρ = 15 dB.

(a) for two different distances (d2) of the untrusted user (U2).
Both figures confirms the convexity of the pair OP curve and
that the SOP curve is monotonically decreasing with respect
to the power allocation factor as derived in section III. Nat-
urally, when the power allocation factor increases, the power
allocated to the message of the weak user decreases (1 − a)
which reduces U2 ability to discriminate the super-positioned
signals. As a consequence, the SOP of U1 improves.

In Fig. 4, the outage-optimal solution is feasible since the
value of asop, marked by the black dotted line, is less than the
outage-optimal power allocation factor (a∗) which is marked
by the red dotted-line. The dotted green line represents the
SOP of U1 at a = a∗ which is clearly less than the threshold
value of the constraint in (5c), i.e. ε = 0.1 in this case.

Fig. 5 shows the same plot by changing the position of the
untrusted user by moving it to a closer distance to the BS
(d2 = 300 m). The result shows that the SOP constraint of
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Fig. 5: Infeasible Pairing: SOP of U1 and the pair OP with
the increasing power allocation factor (a), where d1 = 200
m, d2 = 300 m, ε = 0.1 and ρ = 15 dB.



U1 is violated at a∗ since the SOP1 is larger than ε. This
behavior confirms the results of Theorem 2 since the SOP1

curve can not reach ε at a power allocation value less than
a∗. The accuracy of the analytical results is verified and well-
matched with numerical simulation in all range.

V. CONCLUSION

Being motivated by investigating the coexistence between
physical-layer security and NOMA systems, we studied the
physical layer security in a two-user power-domain NOMA
system at which the strong user is paired with an untrusted
weak user. In this work, we assume that the weak user
has no clearance to access the strong user messages and
may works as an eavesdropper in the system, we derive the
closed form expressions of SOP for the strong users and the
outage probability of the pair. Moreover, we investigated the
feasibility of achieving an outage-optimal performance for
the pair under secrecy outage constraint of the strong user.
Extensive simulations were conducted in order to verify the
correctness of the analytical derivations as well as to find
the optimal setup in which the best outage performance and
secured communication is possible. As an extension of this
work, we plan to investigate a joint power allocation and
pairing in multiuser scenario.
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